ITpomuois desiHpopmauii 8 ymosax pocilicerkoi azpecii
npomu YkpaiHu: eukiuku i nepcnekmuesu. Xapxkise, 2023

DOI: https:/ /doi.org/10.32782/PPSS.2023.1.15
IH®OPMAIIISA SIK KIBEP3BPOSI Y CYYACHOMY CBITI

Aaaa ITaBaiBaHa 'IPMAH,

KaHO. nosim. Hayk, doyeHm Kageopu
MDKHAPOOHUX 8IOHOCUH (haKysememy eKOHOMIKU,
6i3Hecy ma MKHAPOOHUX 8IOHOCUH YHigepcumemy
MmumHoi cnpasu ma ¢iHaHcis, M. [HINPO
https://orcid.org/ 0000-0003-0165-3700

INFORMATION AS A CYBER WEAPON IN TODAY’S WORLD

The rapid development of electronic technology and its growing integration into all spheres of
life, including government and military administration, have led to a new kind of confrontation
between states known as “information warfare.” Specific means are being developed to conduct
information warfare, which can be used both for defense and for attack. These can be controlled
programs to destroy or distort information, block access to important data or disorganize the work of
information resources, software viruses, intelligence programs, etc. Today, there are standard tools
for detecting vulnerabilities in information systems. However, there is an urgent need to create a
protection system with several levels, due to the possibility of interaction of all modern information
systems through a single global communication network for users of any level.

BypxauBuUil po3BUTOK €AEKTPOHHOI TEXHIKM Ta ii 3pocraroda iHTerpalid y BCi
chepH KUTTS, BKAIOYAIOYH JIepKaBHE Ta BilCbKOBE YIIPaBAIHHS, IIPUBEAN 0 HO-
BOrO BHAY HIPOTHCTOSHHS MiXK AepzKaBaMH, BimoMoro gK “iHdopMmallifina BiiiHa”.
[nopmariitina BifiHa — I1e KOMIIAEKC 3aXOMiB, CIIPIMOBAaHHUX Ha 3arlobiraHHs He-
CaHKI[IOHOBAaHOMY BHKOPHCTAHHIO, IIOIIKOAKEHHIO YH 3HUILEHHIO EAEMEHTIB BAA-
cHoi iHdopMallifiHol iH(PPACTPYKTYPH, a TAKOXK ii BUKOPUCTAHHSI 3 METOIO0 OTPH-
MaHHs iHpopMalliiiHOI mepeBaru y MUpPHHUH 4Yac Ta i 4ac MiArOTOBKHU Ta IIPOBe-
JOEHHS BIICBKOBHX OIl€palliii.

[as BeneHHd iH(opMalifiHOI BifHH po3pO0ASIOTBCS CrieludiyHi 3acobu, sKi
MOZKYTb OyTH BHKOPHUCTAHI SIK AT 3aXHCTY, TaK i aag Hanany. HacrymaawHi 3aco-
01 IporpaMHO-TEXHIYHOTO BIIAMBY BKAIOYAIOTH B cebe:

1. “Aoriuna 6omMmba” — 11e mpUXOBaHA Kepyrdya Iporpama, sKa MOKe aKTHUBY-
BaTHCs 34 IIEBHUM CHUTHaAOM abo0 B 33aaHUM 4Yac 3 METOIO0 3HHIIEHHS abo CIIOTBO-
peHHd iH(popMallii, 6A0KyBaHHS AOCTYIIy [0 BasKAUBUX AaHUX abo ae3opraHizartil
pobotu iHpOopMAaIliIHUX pecypciB.

2. “IlporpamMHu#l Bipyc” — IIe cHelliaaizoBaHUl IporpaMHUH NPOAYKT, KUY
MO3K€ PO3MOBCIOMKYBATHU “AoriuHi 60MOm” i akTHBYBaTH ixX y BigmaseHux iHQOP-
MallilHUX MepexkaxX IIPOTHUBHHKA, aBTOHOMHO IIOIINPIOBATHCS Ta IIPUKPINIAIOBa-
THUCS 0 IIporpaM, a TaKoXK IIepeaaBaTHCd 10 MEPEXKI.

3. “TpogHCchKUH KiHB  — II€ IIporpama, sika J03BOASE HECAHKIIIOHOBAHUH OOC-
Tyl A0 iHdopMmallitHOro pecypcy CYIIPOTUBHHKA 3 METOI0 300py poO3BiAyBaabHOI
iH(popMmartii.

4. HetiTpaaizaTop TeCTOBUX IIporpam, sKUY 3abe3mnedye 30epeskeHHd nedek-
TiB IIpOrpamMHOro 3abe3reyeHHs.
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5. [IpuxoBani iHTepdelcu nad BXOAy B CHCTEMY, CTBOPEHi pO3poOHHKaMU 3
KOPHUCAUBUMHU ab0 NUBEPCIHHO-TTIAPUBHUMH ITIASIMHU.

6. MaaorabapuTHi OpUCTPOi, IKi 34aTHI FreHEepyBaTH €AEKTPOMAarHiTHI iMIIyAB-
CH BHCOKOI IIOTYKHOCTI [Ad BHUBEAEHHA 3 A3y pPaAlOCAEKTPOHHOI amapary-
pu [1; 2].

Cepern OCHOBHHUX O0’€KTIB 3aCTOCYBaHHS ITUX 3aC00iB MOXKyTh OyTH iHopMa-
LiMiHI €AEMEHTHU CHCTEM IIONEPEIKEHHI IIPO PaKETHHM Halad i KOHTPOAb KOCMid-
HOT'O ITPOCTOPY, IYHKTH VIIPaBAiHHS BHUIIIOI AQHKHU Ta OOYHCAIOBAABbHI IIEHTPH 1 BY-
3AM 3B’I3Ky. Y MHPHHH Yac Taki 3aCO0M MOXKYTb BUKOPHCTOBYBATHUCH A aTaKU
Ha 0aHKIBCBKY CHCTEMY, CUCTEMY VIIPaBAiHHS MOBITPSHUM PYXOM, CHUCTEMH YII-
PaBAIHHS TiAPOEAEKTPOCTAHIIIAMH, a TaKOXK JAd IICUXOAOTIYHOIO BIIAUBY Ha Hace-
A€HHS 4yepe3 3acobH MacoBoi iH(opMarii.

CporoniHi iCHyIOTh CTAaHAAPTHI IHCTPYMEHTH [ASI BHSIBA€HHS BPa3AUBHX MiCIb
B iH(popMallifHUX cucTeMax, i aAd 3a0e3ledeHHsl IX BHCOKOTO PIiBHA 3aXUCTy Ta
I[IAICHOCT1 BaXXAMBO IIOCTIMHO CAiAKyBaTH 3a CHUCTEMaMH, BCTAaHOBAIOBATH OHOB-
A€HHS Ta BUKOPHUCTOBYBATH IHCTPYMEHTHU [Ad BIACTOIOBAHHS BiJ MOXKAUBHUX aTak.
Yci ocHOBHI omepalliiHi cucremu, BKatogarouu Microsoft Windows, Mac OS,
GNU/Linux Ta OpenVMS, MaiTh CBOi BPa3AHMBOCTi, i €IUHUM CIIOCOOOM 3M€H-
IIEHHS PHU3HKY IX BHKOPHUCTAHHA — II€ IIOCTiMHHUNM MOHITOPHUHI 1 BHKOPHCTAHHA
OHOBAEHUX BepCiil mporpaMHoro 3abes3rnedyeHHs.

HeoOxigHiCTh CTBOPEHHSI CUCTEMHU 3aXUCTy 3 AeKiAbKoMa piBHAMH O00yMoOBAe-
Ha MOXKAUBICTIO B3aeMofii BCiX cydacHUX iH(oOpMallifHUX CHUCTEM dYepe3 €ANHY
ra00aAbHY KOMYHIKAIliHy MepexKy Al KOPpUCTYBadiB Oyab-sKoro piBH4A. Creliaai-
30BaHi 3acobu, TaKi 9K MepeKHi U paTopu Ta Habip IporpaMHUX TEXHIYHUX 3a-
co0iB, IIOBHHHI rapaHTyBaTHU ayTeHTHQIKAII0 KOPUCTYBAdiB, KOHTPOAb IOCTYILY
o iHdopMalliiHUX PecypciB, peecTpallilo BCiX Aiff CIIOKUBa4diB Ta IIEPCOHAAY 3
MOZKAHBICTIO OIEPATHBHOTO Ta IIOJAABIIOTO aHAAi3y, a TaKoK 3a0e3rnedyuTH Heob-
XigHUH piBeHb KOHMPIAEHIIHHOCTI.
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