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CHALLENGES TO HUMAN INFORMATION SECURITY
IN THE CONTEXT OF HYBRID WARFARE AGAINST UKRAINE

“Until 2014, the term “hybrid warfare” was little known to most Ukrainians, including the
media, politicians, and the general public. Basically, only a few researchers in the field of political
science and strategic communications, as well as military experts, understood the term. Initially, the
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concepts of “information warfare,” “information confrontation,” and “information weapons” were
more common, although they were often used with a journalistic connotation. However, today the
situation has changed dramatically. Ukraine’s state security policy, including information security,
is largely based on an understanding of the nature and danger of hybrid warfare as part of full-
scale armed aggression. It is important to understand that hybrid warfare involves not only military
actions, but also the use of various non-military means and strategies to influence the internal
affairs and vulnerabilities of a country. This may include information propaganda, cyberattacks,
hybrid influence operations and other means aimed at undermining national security and stability.”

o 2014 poky TepMiH “ribpmaHa BifiHaA” OyB MaAOBIIOMUM [AS OIABLIIOCTI VK-
paiHLiB, BKAo4Yaro4du 3MI, IOoAITHKIB 1 ITUPOKY I'POMaAChKICTb. B OCHOBHOMY AHIlle
[esKl OOCAIMHHUKH B TraAy3i IIOAITOAOTII Ta CTpaTeriyHuX KOMYHIKallili, a TakKoX
BIiFCBKOBI (paxiBIi po3ymiau el TepmiH. CriogaTky Oiabllle IOmIupeHi OyAM IIO-
HATTd “iHdopMaliifiHa BifiHa”, “iHdopmaliiliHe npoTucTogHHA” Ta “iHdopmaliiiina
30pos”, Xo4a BOHH YaCTO BIKUBAAUCH 3 IIYOAIIIUCTUYHUM ITiATEKCTOM.

OpHak, CbOroAHI CUTyallid KapAWHAABHO 3MiHHAAcd. [lepKaBHa II0AITHKA YK-
painu B obaacti Oe3reku, 30KpeMa B iHopMaLiiiHil, 3HAYHOI Mipor 6a3yeThcd
Ha PO3yMiHHI CyTHOCTI Ta HeOe3mewi ribpuaHoi BilHU 9K YaCTHUHU ITIOBHOMACIITA0-
Hoi 30poiiHoi arpecii. BasxkauBo po3ymitu, 1o ribpugHa BifiHa BKAOYae B cebe He
AWIIle BiMiCBHKOBI aii, are i BUKOPHUCTaHHS Pi3HOMAaHITHUX HEBIMCHKOBUX 3ac00iB Ta
cTpaTerii, 11100 BIAMBaATHU Ha BHYTPIIIHI CIIpaBH i Bpa3auBoOCTi Kpainu. lle moxe
BKAIOYATH iH(opMaliiHy mponaraHay, KibepaTaku, riOpuaHi BOAMBOBI orepartii
Ta iHII 3aco0u, gKi CIpAMOBaHi Ha MigipBaHHA HAIliOHAABLHOI O€e3MeKHu Ta CTabiAb-
HOCTI.

Cam TepMiH “riOpuaHa BilffHA” He Ma€ €QUHOTO BH3HAYEHHS i MOXKe TpaKTyBa-
THCS PI3HHMH CITeliasicTaMu mo-pisHoMy. Moro po3yMiHHS Ta BXXHBAaHHS 3MiHIO-
€TBCS 3aA€XKHO BiJ KOHTEKCTY Ta aKTyaAbHHUX ITOAIH. TakKOXK BaXAWBO BiA3HA4YUTH,
1[0 B 3aXiAHUX HAYKOBHUX MOCAIMKEHHSX Ta MUCKYCiaX TepMiH “riOpumHa BifiHa”
II049aB BUKOPHCTOBYBaTHUCH IIpUOAN3HO 3 cepeauHu 2000-X poOKiB i Moke MaTu
BiIMIHHI ITIAXOAU Ta IHTEPHpEeTAallil Bifl TUX, 1110 BUKOPHUCTOBYIOTHCSI CHOT'OJHI.
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ITpomuois desiHpopmauii 8 ymosax pocilicerkoi azpecii
npomu YkpaiHu: eukiuku i nepcnekmuesu. Xapxkise, 2023

Y 2010 pori, IpeacTaBHUKU HAYKOBIIIB Ta CAYKO00BIIiB MiHicTepcTBa 0obopo-
Hu CIHIA BH3HaA4YMAU TiOpUAHY BiMiHY 9K “KOMOIHAIlI0 Aep3KaBHHUX i HeepKaBHUX
3arpo3, BKAIOYAIOUH aTaKH 3 BUKOPUCTAHHAM KOMITIOTEPHUX MEpPEeXK, CYIIyTHHUKIB,
IIEPEHOCHUX pPaKeT KAAaCy “3eMAd-TIOBITPsS”, caMOpPOOHUX BUOYXOBUX ITPUCTPOIB,
MaHIinyAqiif 3 iHgopwmaiiiero Ta 3MI, a Takoxk 3asyyeHHd XiMiuHOi, 6i0AOTIYHOI,
pazniosorigHoi Ta gaepHoi 30poi” [6].

CyrtHicTp riOpuaHoi BifHM MOXKHA YCBIIOMHUTH 4Yepe3 PO3YyMiHHS CY4acHOTO
CYCITiABCTBa Ta MOro B3a€EMO3B’SI3KiB, a TAKOXK Y KOHTEKCTi CUCTEMHOI KPHU3U TAO-
OaapHOI cucTeMu Oe3reKu. Y KOPOTKOMY BHUCHOBKY, IiOpHAHY BiffHy MOXKHa pPO3T-
ASITATH SIK HOBUHM THUII TA0OAABHOTO IMPOTHUCTOSHHS, CIIPIMOBAaHUM Ha NOCATHEHHS
IIOAITUYHUX IliAeH arpecii mIAgxoM reHepallii BHyTPIlIHIX OIPOTUPIY i KOH(AIKTIB, a
TaKOK 3aXOIIA€HHS CTPATETiYHUX PECYPCiB AepzKaBU-3KepPTBU. Llel TUII KOHDAIKTY
peaaisyeThcd B pi3HUX cepax.

OcHoBHa MeTa riOpuAHOI BifHU OAATA€E B 3aXOIIA€HHI YACTHHU CTPATETiYHUX
pecypciB aepzKaBH-KEPTBHU I KEPIBHUIITBOM arpecopa. IIpu mpomy eaita mep-
KaBU-KEPTBU “MOOPOBIABHO” AoIroMarae y rnepeaadi 1ux pecypciB. Taku#t miaxin
YCKAQQHIOE BU3HAYEHHsS METOMIB Ta 3aco0iB ribpuaHoi BiffHU, III0 Y CBOIO YEPTy
raAbMye IIBHAKE Ta aJeKBaTHE pearyBaHHS Ha arpeciio.

BinminHocTti Mixk “TpamuitiinuMu’ BifHaMu Ta TiOpUAHUMH BiffHAMH ITOASITa-
IOTh Y HE3MIHHOCTI HaCAiAKiB ocTaHHIiX. Lle moB’13aHO 3 TUM, IO IIPOIleC TpaHCO-
pMallii BUMarae 3MiHH MEHTAAITETY HACEAECHHH, K€ BTpadae CBOIO OCHOBHY METY i
QyXOBHI ITIHHOCTI, 3aMiHIOIOYU IX MOPaAbHO-TICUXOAOTIYHUMH iAIO3igMU Ta Midamu,
III0 CTBOPIOE MOMATKOBI TPYMAHOI OAS ITOJOAAHHS HACAIAKIB TiOPUIHUX KOH(PAIK-
TiB.

Pociiicbka Penepalliss BUKOPUCTOBYE CBiMl OCBi paAdHCHKOI ITKOAN Oe3IeKU
[AS peaaizallii X TeXHOAOTrH B iH(popMarlifinili BifiHi npoTu YKpaiHu.

Pi3Hi mocAimHUKHN HaA3WBalOTh TaKi 3acOoO0M Ta METOAM BIIAMBY Ha iHdopma-
IiHO-TICUXOAOTIYHUY (PPOHT:

— 3acobu MacoBoi iHdopMmallii Ta cremiasbHiI iHCTPYMEHTH CHPAMYBAaHHS iH-
dopMmariii Ta npornara’ay;

— rao0aAbHI KOMITIOTEPHI Mepeki Ta IporpaMHe 3a0e3IedyeHHs [AS IIOIIH-
PEHHS IIpoIlaraHAUCTCHKUX MaTepiaais;

— MeTOoAU He3aKOHHOi Moaudikalii iHdopmallitiHoro cepeqoBumia, Ae ITPUM-
MaroThCS PilIE€HHS;

— 3aCcO00H CTBOPEHHS BipTyaABHOI PEAABHOCTI, HOIIIUPEHHS YyTOK Ta MiICBigo-
MOTO BIIAUBY.

Takox, BKa3ylOTh Ha Ba’KAUBICTh TaKHUX METOMIB SK:

— IIponaraHfa, HaliBnpaBaa, OpexHsi, ne3iHdopMallisa Ta MaHIITyASITis;

— nuBepcUudikallis rpoMaaCcbKoi AYMKH Ta IICHUXOAOTIYHUH Ta IICUXOTPOIIHUH
THUCK;

— Midpomu3zaiiy.

[li meTonu cOpAMOBAaHI Ha MOCATHEHHS PI3HUX IIA€YM, BKAIOYAIOYU HiAPUB
MiKHapogHOTO iMifKy YKpaiHu, mecrabiaizaliito BHyTpilTHBOI cutyamii Ta popmy-
BaHHS CTEPEOTHUIIIB IIPO HAPOAH Ta KyAbBTYpHU. Takuil miaxisi BUKOPHCTOBYETHCH
[ASI DOCSTHEHHS TMMOAITHYHUX Ta T'E€OMNOAITHYHUX IliAed B iHopMallifiHii BitiHi.
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