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Information as a cyber weapon in today’s world

The rapid development of electronic technology and its growing integration into all
spheres of life, including government and military administration, have led to a new kind of
confrontation between states known as “information warfare.” Specific means are being
developed to conduct information warfare, which can be used both for defense and for attack.
These can be controlled programs to destroy or distort information, block access to important
data or disorganize the work of information resources, software viruses, intelligence programs,
etc. Today, there are standard tools for detecting vulnerabilities in information systems.
However, there is an urgent need to create a protection system with several levels, due to the
possibility of interaction of all modern information systems through a single global
communication network for users of any level.

BypxauBuii po3BUTOK €AEKTPOHHOI TEXHIKHU Ta iI 3pocTraroda iHTerpamida y
BCi cpepH KUTTSI, BKAIOUAIOYU AepKaBHE Ta BiiCbKOBe yIIPaBAIHHS, IPUBEAU
OO0 HOBOTO BHUAY IIPOTHUCTOSHHA MiX  JAepiKaBaMM, BioMoro €K
“indpopmarntitina BittHa”. I[HdopmallitiHa BififHa - 1€ KOMIIAEKC 3aXO[IiB,
CIIpSIMOBaHUX Ha  3arobiraHHs  HECAHKIIIOHOBAHOMY BUKOPHCTaAHHIO,
IIOIIKOM?KEHHIO YW  3HHIIEHHIO €AEMEHTIB BaacHOi  iH(opwmaliitiHoi
iHppacTpyKTypH, a TaKO¥XK ii BHUKOPUCTAHHA 3 METOI OTPHUMAaHHI
indopMmarliinoi IiepeBaru y MHUPHHUH dYac Ta @i dYac MOiATOTOBKU Ta
HIPOBENEHHS BilICBKOBUX OIlepalliii.

[as BeneHHS iHQOpPMAIiHHOI BifiHH pO3p0o0ASIOTECS CrieludidHi 3acobu,
dKi MOXYyTh OyTH BHUKOPHCTAHI SK [OASI 3aXUCTy, TaK 1 [OAd Hamamny.
HacrynaabHi 3aco0u mporpaMHO-TEXHIYHOTO BIIAUBY BKAIOYAIOTH B cede:

1. “Aoriuna Gom0a” — me IpUxXOBaHA Kepylda IIporpamMa, sKa MOKe
AKTUBYBATHUCS 3a IIEBHUM CHUTHAAOM ab0 B 3aaHU Yac 3 METOI0 3HUIIEHHS
abo cnoTBOpeHHd iH(popMallii, 6AOKyBaHHS HOCTYIIy OO0 Ba*KAUBHUX OAaHHUX ab0
ae3opranizamnii podboTu iHpopMaliiHUX pecypciB.

2. “IlporpamMHu#l Bipyc” — 1€ cHelliaai30BaHHM NIporpaMHUH ITPOAYKT,
KUY MOXKe PO3IIOBCIO/IZKYBATH “AOTiduHiI 60MOM” i aKTUBYBAaTH iX y BilJaA€HUX
inopMalliflHUX MepexKaxX IIPOTUBHHUKA, AaBTOHOMHO IIOIIHNpPIOBATHCH Ta
IIPUKPINIAIOBATHCS 10 IIPOrpaM, a TaKOXK IepefaBaTUCd 110 MEPEeXKi.

3. “TpogHCBKUU KiHB~ — 1le IIporpamMa, sika J03BOAsSI€ HECAHKIIIOHOBaHUH
JOCTyIl [0 iH(opMaliffHOro pecypcy CyIPOTHBHHKA 3 METOI 300py
PO3BigyBaAbHOI iH(popMaIltii.
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4. HeiTpasizaTop TECTOBUX IIporpaM, dKHH 3a0esnedye 30epesKeHHd
nedeKTiB IIporpaMHOro 3abe3rnedyeHHs.

5. [IpuxoBani iHTepdeiicn A BXoay B  CHUCTEMY, CTBOpPEHi
PO3POOHUKaAMU 3 KOPUCAUBHUMHU ab0 AUBEPCIHHO-ITIIPUBHUMU ITIASIMH.

6. MaaorabaputHi npucrpoi, gKi 374aTHI TreHepyBaTH €AEKTPOMarHiTHi
IMIIyABCH BHCOKOI IIOTY2KHOCTi1 [AS BUBEAEHHA 3 A4y PaalO€AECKTPOHHOI
anaparypu [1; 2].

CporoniHi iCHYIOTH CTAaHAAPTHI IHCTPYMEHTH [OAd BHSBAEHHS BPa3AWBUX
Micllb B iH(popMallifHUX cHUcCTeMax, i AAd 3abe3redyeHHd iX BHUCOKOrO PiBHS
3aXHUCTy Ta IIAICHOCTI BaXAHWBO IIOCTIHHO CAiKyBaTH 3a CHCTEMAaMH,
BCTAHOBAIOBATH OHOBAEHHSI Ta BHKOPHCTOBYBAaTH IHCTPYMEHTH [OAL
BiZICTOIOBaHHS BifT MOXKAHWBHX aTaK. YCl OCHOBHI oIepamifiHi CUCTeMH,
BrArouaroyu Microsoft Windows, Mac OS, GNU/Linux Ta OpenVMS, maroTb
CBOi BPa3AMBOCTI, i EIMHUM CIIOCOOOM 3MEHIEHHS PU3UKY iX BUKOPHUCTAHHS
— 11€ IIOCTIMHUH MOHITOPHHT 1 BUKOPHCTAaHHS OHOBAEHUX BEPCIH IIPOrpaMHOr0
3abe3reyeHHs.

HeoOximHiCTE CTBOpPEHHA CHCTEMH 3aXHCTy 3 [eKiAbKOMa piBHIMU
00yMOBA€Ha MOXKAUBICTIO B3aeMO/ii BCiX Cyd4acHHUX iH(OpMAalitHUX CHUCTEM
yepe3 €OUHy TA00aAbHY KOMYHIKAIIHY MepexKy OAS KOPHUCTyBadiB Oyab-
akoro piBHs. CrelriaaizoBani 3acobu, Taki SK MepexkHi mudpaTopu Ta Habip
IIPOTPAMHHUX TEXHIYHHX 3aco0iB, IIOBHHHI TrapaHTyBaTH ayTeHTUQIKAaIliio
KOPHUCTYBauiB, KOHTPOAb JOCTYILy 10 iHGOpPMAIiHHUX PEeCcCypcCiB, PEECTpallilo
BCIX [i¥i CIOXHBadYiB Ta IIEPCOHaAy 3 MOXKAHUBICTIO OIIEPATHBHOIO Ta
TIOMAABIIIOTO  aHaAi3y, a TakKoX 3abe3meyuTd HeOoOXimHUH  piBEeHBb
KOHQiAeHITiAHOCT.
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